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[Abstract] This paper proposes an active defense system that integrates collaborative analysis of multi—source
data to address the new threats faced by power system security control in the smart grid environment. By
constructing an anomaly detection model based on deep learning, millisecond—level fault identification is
achieved. The OPC UA protocol is adopted to standardize device communication interfaces, addressing
potential security risks caused by system heterogeneity. A dynamic encryption transmission mechanism is
designed to ensure the integrity and non—repudiation of dispatching instructions. Empirical evidence shows that
this scheme can effectively reduce the false alarm rate of network attacks, with key data encryption strength
reaching the AES—256 standard, providing practical reference for new power systems.
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